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Předvádějící
Poznámky prezentace
Good Afternoon Ladies and Gentleman,

I would like to guide you through my presentation called:  Big Data in ICS.

My name is Ladislav Straka and I am the Managing Consultant @ company named Service & Support. 

Big Data is today one of the most important phenomena in the field of informatics. We find their applications in many areas. And ICS is a very natural application area.



         

▶ Complex Integration Projects 
• Utility, Transportation, Healthcare, Gov 

▶ Main Fields 
• Cybersecurity solution (Cybersecurity Act 

181/2014, ISO 27000) 
• ITOps optimization (ITIL®, ISO 20000) 

▶ 15+ years on the market 
▶ System Integration Awards 

Who we are 
and what do we do 

Předvádějící
Poznámky prezentace
Since we spent most of our energy on our projects for the past 5 years, our marketing is very miserable. Let me say a few words about our company.



         

▶ Service & Support Elite Partner in CZ/SK 
• Experienced Technical Team 
• Integration Projects (SIEM, ITSI, SecOps) 
• Business Analytics (SLA) 

▶ Splunk conf 2017, Washington DC (25.-28.9.) 
• 7 000+ Participants, 70+ Partners (2 EE) 
• Easy Ride: How to Collect Tolls While Keeping Drivers Happy 

• https://conf.splunk.com/sessions/2017-sessions.html#search=Service%20%26%20Support& 
 

S&S a Splunk 

Předvádějící
Poznámky prezentace
We are a partner of Splunk, one of the fastest growing Big Data framework manufacturers. Splunk provides not only a framework but also applications for SIEM, ITOA and business workflow.

https://conf.splunk.com/sessions/2017-sessions.html#search=Service%20%26%20Support&


         

▶ IT infrastructure 
▶ Cybersecurity tech 

• IT 
• non IT 

▶ Applications 
▶ Users 
▶ IoT 
▶ ICS 
​… every digital record 

Big Data 
Sources 

Volume  |  Speed  |  Diversity  |  Variability 

 

Předvádějící
Poznámky prezentace
Machine data is more than just logs. It is the digital record created by any machine-to-machine communications... from servers, PCs,, mobile phones, network devices, and “smart” objects–all of those Internet of Things devices we are increasingly hearing about. Planes, trains, automobiles, phones, and even refrigerators are now generating data...gigabytes of data every hour.




         

Answers across your organization 
Dark Data => Clear Answers 

How can I speed 
up security 

investigations and 
reduce the impact 
of insider threats? 

Is my poor app 
performance due 

to code-level 
errors or 

infrastructure?  

How do I predict 
service-level 

degradation before  
it occurs? 

Do my marketing 
campaigns drive 

more orders 
through the 

website or mobile 
app? 

How can I monitor 
and analyze data 

from tens of 
thousands of 

sensors in real 
time? 

Application 
Performance 

Analytics 
 
 

Business 
Analytics 

 
ICS/IoT 

 

 
Security and  
Compliance 

 

IT Operations 
 

Předvádějící
Poznámky prezentace
Big Data can be used across the organization.

We can get the right answers to questions from areas that are very closely related to ICS.

Whether it's IT operations, cyber security and IoT, or application performance.




ICS World & Security Myths 

Předvádějící
Poznámky prezentace
Well, let's look at the world of ICS and some of the cyber security myths associated with it.




         

IT Operations ICS Operations 
▶ Supporting Business Processes 

• Outage has local impact 

▶ Dynamic, up-to-date 
• Technology lifecycle 3 - 5 yrs 

▶ Operation/Cybersecurity 
• By Design 

▶ Assets 
• IP Connected 

▶ IT Personnel 

▶ Controlling Business Processes 
• Outage has large impact 

▶ Conservative 
• Technology lifecycle 10+ yrs 

▶ Production 
• Redundancy, Performance (300ms/3s) 

▶ Assets 
• Blind Spots 

▶ Stafff Trained by Industry 
 

ICS Characteristics 
Comparing to classic IT 

Předvádějící
Poznámky prezentace
Since today we cannot completely separate classic IT from ICS in terms of operation, let's compare the characteristics of both environments.
…



         

▶ Myth #1 – We Are „Not Connected“ 
• Average ICS has 10+ external connections 

ICS & CyberSecurity 
5 Myths 

3% 4% 
5% 

8% 

9% 

10% 

35% 

26% 

Malware Sources 

USB ports Mobile Wi-Fi HMI interface

Internet Outside contractors Via corp network Via remote access

Předvádějící
Poznámky prezentace
We have been working with customers in the Utilities area for more than 10 years.
When we started our first cyber security projects, we mapped the system architecture in detail.
When asked, "Is there an external connection?" was always the answer: "No"�Interestingly, we still hear this answer today. Sometimes.



         

▶ Myth #2 – We Have NextGen FW 
• Almost 80% FW in ICS allowed „any“ services on inbound rules 
• Almost 70% machines permitted to manage FW outside of network perimeter 

ICS & CyberSecurity 
5 Myths 

Předvádějící
Poznámky prezentace
According to the same survey, it was found that:
Almost 80% FW in ICS infrastructure allowed „any“ services on inbound rules
Almost 70% machines permitted to manage FW outside of network perimeter





         

▶ Myth #3 – Hackers Don’t understand  ICS/SCADA/PLC 
• Cybercrime has become financially very lucrative (just $80K?) 
• Targeted worms and other exploits 
• Shodan search engine 
• Modules helping in pen testing (Basecamp, Metasploit, …) 

ICS & CyberSecurity 
5 Myths 

Předvádějící
Poznámky prezentace
Myth number 3 is certainly just archaism. Today it is quite obvious that cybercrime is financially very lucrative. Customized ICS exploit is available for $80K? We are not resellers but we know it from public sources 
The Shodan search engine makes it easy to locate unsecured industrial devices and systems globally.
Criminals are all-too-aware that, in many instances, these devices are still operating under factory settings.
Modules helping in pen testing (Basecamp, Metasploit, …) also can be misused




         

▶ Myth #4 – We Are Not The Target 
• Don’t need to be a target to become a victim 

• 80% of ICS security incidents were unintentional 

ICS & CyberSecurity 
5 Myths 

Type IT SCADA 
Trojan 65% 43% 
PUPs 11% 37% 
Worm 8% 13% 
Virus 16% 6% 

Předvádějící
Poznámky prezentace
Widely known paradox: „You don’t need to be a target to become a victim“ unfortunately perfectly works in ICS world.

Surveys indicates that many industrial PCs are infected with the same malware afflicting business systems (IT), including (but not limited to) well known culprits such as Trojans viruses, worms, potentially unwanted and dangerous programs (PUPs) and other exploits targeting vulnerabilities in the Windows operating system



         

▶ Myth #5 – Our Safety Systems will prevent any harm 
• Control and safety systems integration using Ethernet/Modbus TCP, OPC 
• SIS communication interface modules run embedded OS and Ethernet stacks 

ICS & CyberSecurity 
5 Myths 

Předvádějící
Poznámky prezentace
Control and safety systems are integrated using  Ethernet communication with open insecure protocols (Modbus TCP, OPC.) and many SIS (Safety Instrumented System) interface modules run embedded OS and Ethernet stacks having known vulnerabilities.
So the Answer is No. It is not secure by default.



         

▶ Asset Management 
• Do I know what I have to protect? 
• Criticality? => Adequate Measures 

▶ Security Incident Scoring 
• Alerts are good but not enough 

▶ Root Cause Analysis 
• Essential for Operation/Security Prevention 

ICS & CyberSecurity  
Challenges 

Předvádějící
Poznámky prezentace
What challenges do ICS face? It is primarily a detailed overview of assets. Because only if I know what to protect can I suggest how to protect it. Knowing the criticality of an asset will allow me to choose adequate means of protection.�Incident scoring should be a key feature of current implementations of security management systems. A report full of alerts may look good at management meetings but not in security operations.�Detecting the root cause of incidents is a relatively new competence. But it has a major impact on preventing unplanned outages. This competence is most often built on the use of Big Data.



         

▶ IT/OT/Physical Security Gaps 
• Holistic Approach to Security Management 
• Critical for Effective Forensic 

▶ Personell Education 
• 80% of Security Incidents caused by insiders 
• Social Profile 

 

ICS & CyberSecurity 
Challenges 

Předvádějící
Poznámky prezentace
While building cyber security management systems, we see that information security is still seen separately from the security of ICS environments and physical protection systems. But a holistic approach is essential. Without integrated security management, we are unable to monitor current risks and investigate serious incidents.
Systematic education of the ICS systems staff is the last but perhaps most important challenge in my list. According to surveys, 80% of security incidents were caused by insiders. So adequate monitoring of the social profile is also necessary.



         

▶ High Data Diversity in ICS 
• Proprietary devices 
• Data Formats 
• Protocols 

▶ Data in raw Format 
• Operational Stats/Predictions 
• Forensic 
• Use of ML 

▶ Large Data Volumes 
 

ICS & Big Data 
Potential Role 

Předvádějící
Poznámky prezentace
How close is ICS to Big Data? ICS always contained Big Data. ICS is a very typical example of a Big Data environment. We can see a high diversity of data in this environment. Data is often generated by proprietary devices, with specific data formats and protocols.�For further processing we need to store the data in the original format, which is one of the typical features of Big Data - operating statistics, prediction and use of machine learning.�We work with large amounts of data.



         

▶ Classic SIEMs 
• Problems with proprietary ICS devices 
• Architectural Limitations 
• Performance Issues 

▶ Big Data Based SIEMs 
• Predestined for ICS environment 
• High Customization 
• Flexible Architecture 

ICS & Big Data 
ICS/Security Operations Monitoring 

Předvádějící
Poznámky prezentace
When building cyber security management, we use SIEM technology as the cornerstone of SOC. Let's take a look at the advantages and disadvantages of using both classic and Big Data-based solutions.�Classics often have problems with proprietary devices. They also have limitations in architecture where they are tied to specific building elements - appliances. Tuning performance is also difficult.�SIEM working with Big Data natively is perfectly predestined for ICS environments. With these systems, we are able to customize the final solution in detail to the specific needs of ICS. Due to the often pure software architecture, the system can be scaled in terms of both performance and availability without limitations.



         

▶ Vendor proprietary systems 
• Domains oriented 
• Indication only (no root cause) 
• No prediction functions 

▶ Third party solutions 
• Same „features“ 

▶ Big Data based Service Monitoring 
• Visible Assets 
• Fast Impact Analysis 
• Root Cause Analysis 
• What about Good KPI? 

 

ICS & Big Data 
ICS/IT Operations Monitoring 

Předvádějící
Poznámky prezentace
In the case of IT infrastructure management, which is an integral part of ICS systems, multiple approaches are also available. The supplier of ICS solutions usually provides its own system of operational monitoring. Unfortunately, this system is often closed with minimal expansion and adaptability. The ICS user usually completes the necessary functionality with third-party products. However, the constraints remain the same in principle - low flexibility, focus on individual system domains, mere indication of the problem.�Modern ITOA systems have significantly greater possibilities in the proactive management of IT infrastructure. Above all, the visible interconnection of key assets in terms of both operations and security. Ability to quickly analyze the impact of a particular system component failure on services provided. Analysis of the root cause of the outage and the possibilities of operating state prediction are the fundamental benefits of this concept. Imagine the involvement of well-defined KPIs and become a hero in the management meeting.



SecOps Synergy 

Předvádějící
Poznámky prezentace
Speaking about the need for tight ICS Operations and Security Management, today's Big Data technology solutions give us brand new opportunities. It's the SecOps concept.



         

SecOps 
Security & Operation Center for ICS 

SIEM ITOA 

Big Data Platform  

Předvádějící
Poznámky prezentace
It is very difficult to efficiently manage critical systems using a set of disparate tools and be able to:�- monitor all key infrastructure components across technologies�- see the immediate impact of a particular outage on the services provided�- investigate operational and safety incidents as required by the controller�- predict operational and safety conditions for preventive interventions�SecOps is the right answer if we want to fully meet these requirements.



1. ICS Infrastructure is no longer isolated 

2. Efficient Sec & Ops Control over ICS 
Assets is crucial 

3. Time to Change Approach 

Key 
Takeaways  

SecOps Concept 
Becomes Imperative 
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Thank you 
Ladislav Straka, straka@sands.cz 
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