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SCADA Systems as Target of 
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OT Infrastructure Attacks – The Risk is Real 

2015 2014 2013 2010 

• Stuxnet disrupts 
Iranian nuclear 
program 

• New York dam 
floodgates compromised 

• German steel mill 
furnace destroyed 

• Car transmission and 
brakes controlled 

• Ukraine power grid 
knocked offline 

• Hospital drug 
infusion pumps 
hacked 

• Michigan traffic 
light hacked 

2018 2019 2017 

• Merck pharma 
global production 
shutdown by 
ransomware 
($1B loss)  

• Maersk Shipping 
global shutdown 
by ransomeware 
($250M loss) 

• Trisis/Triton: Malware 
designed to 
compromise Safety 

• Global 
Aluminum 
producer 
shutdown by 
ransomware 
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Cyber-physical Oriented Domains 

OT 

Other Physical-Centric IoT 

Industrial IoT 

ICS 

Consumer 

Building Automation 

Embedded 
Healthcare 

Critical Infrastructures 

Commercial 

Industrial Automation 

SCADA 

Field Sensors 

Automobiles 
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Operational Technology 
Industrial Control Systems (ICS) 

ALL Industries 
Often “Critical” Infrastructures 

All Environmental Conditions 
Harsh (Heat, Moisture, Vibration); Office 

Předvádějící
Poznámky prezentace
Operational Technology can be found in diverse industries, often called Critical Infrastructures. Really all industries have Operational Technology to one degree or another. Operational Technology can be found in all operating environments. Data Centers, office buildings and harsh environments. 
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 Chemical Sector 
 Commercial Facilities Sector 
 Communications Sector 
 Critical Manufacturing Sector 
 Dams Sector 
 Defense Industrial Base Sector 
 Emergency Services Sector 
 Energy Sector 
 Financial Services Sector 
 Food and Agriculture Sector 
 Government Facilities Sector 
 Healthcare and Public Health Sector 
 Information Technology Sector 
 Nuclear Reactors, Materials, and Waste Sector 
 Transportation Systems Sector 
 Water and Wastewater Systems Sector 

Critical Infrastructure Security and 
Resilience for the Following Sectors 

Critical Infrastructure Sectors, 
Operational Technology Opportunity  
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[Digital Transformation] 
DX is the integration of digital technology 

into all areas of a business, resulting 
in fundamental changes to how 
businesses operate and how they 
deliver value to customers 

Předvádějící
Poznámky prezentace
I’m assuming everybody has hear of Digital Transformation or DX for shorts.

It’s the integration of digital technology into all aspects of a business.
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Forces Driving Growth IT/OT Convergence 

Convergence Cost & 
Efficiency 

Skills 
Shortage 

Productivity 

Regulatory 
Pressure 

Risk, 
Reliability, 

Safety 

Předvádějící
Poznámky prezentace
Cost and Efficiency 
The drive to reduce operational costs and improve OT system efficiencies through less expensive technology solutions and fewer people required for support. 
Skills 
The acute and growing shortage of OT security skills to foster and support IT/OT integration and the need to deliver compensating technology and services to counter that shortage. 
Productivity 
Significant changes in network connectivity between traditional OT systems and information-focused IT systems that use OT data to gain competitive advantage optimize uptime and develop new products and services. 
Regulation 
The existing regulatory environment and potential regulatory responses to increased cyberthreats to OT systems worldwide. 
Risk, Reliability and Safety 
The requirement to balance risks of adopting technology upgrades and improvements (primarily with general-purpose IT platforms, software and networks), including maintaining the safety and reliability of people and environments, served by production and operational systems. 
Design and Function Differences 
The unique requirements of some OT systems due to design, age or function that are additive to IT security and the integration challenges presented by that support and integration. 
Outsourcing 
The growing impact of digital transformation efforts by many asset-centric organizations, resulting in the adoption of advanced digital technologies and services, including the Internet of Things (IoT). This gives rise to a related discussion and market driver known as the industrial IoT (IIoT). 
Complexity 
Realization of the complexity of developing an effective security strategy — that spans between IT and OT environments — will drive demand for consulting services that provide security assessment and security framework development and implementation. 
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[Security Transformation] 
SX is the integration of security into all 

areas of digital technology, resulting in 
a Security Architecture that provides a 
Continuous Trust Assessment 

Předvádějící
Poznámky prezentace
We believe that digital transformation (and digital security) is driving a corresponding security transformation, in which security becomes integrated into all areas of digital technology- resulting in a new Security Architecture that provides a Continuous Trust Assessment.
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Fortinet Critical Infrastructure Perspective 

 Fortinet has directly-applicable 
solutions now; new solutions will 
meet growing demand 

 Fortinet technical expertise 
built-up & integrated worldwide 

Differences in technology, 
architectures, and culture 
require specialized 
expertise and solutions 

 Critical Infrastructures have 
become the 21st century’s 
Cold War ground 

 Operational Technology and IT 
solutions are converging 

Fortinet seeks to improve 
countries’ national security and 
economic competitiveness via 
critical infrastructure 
security solutions 

 Leverage existing relationships 
and create new ones 

 Consulting Services and 
Pre-sales support available 

We seek strategic alliances 
with channel partners and 
makers of OT, as well as the 
exposure necessary to signal 
our expanded role in the market 
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Segmentation vectors:  
Black Hat Attack vs Hard Hat Attack (Kojo-in) 

Enterprise Level 

Application Level 

System Level 

Control Level 

Service Level Sensors 

Firewall 

Firewall 

Service 
Firewall 

or 
xxx 

Information Technology 
“Black Hat Attack” 

Analyzers Compilers 

ERP 

PLiCs 

xxx xxx 

CONTROL LAN 

PLANT LAN 

Apps xxx xxx xxx 

DEVICE LAN (xxx) 

BUSINESS LAN 

Operational Technology 
“Hard Hat Attack” 

Firewall 

Firewall 

Service 
Firewall 

or 
xxx 

Sensors 

ERP 

xxx xxx 

PLANT LAN 

BUSINESS LAN 

Service Level 

Control Level 

System Level 

Application Level 

Enterprise Level 

Apps xxx xxx xxx 

CONTROL LAN 

Analyzers Compilers PLiCs 

DEVICE LAN (xxx) 
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Purdue Model with Mapped IT Security Capabilities 
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Předvádějící
Poznámky prezentace
Fortinet’s cybersecurity solutions map across the layers of the Purdue model and provide a roadmap for a combined IT and OT security coverage. 
Purdue model was adopted from the Purdue Enterprise Reference Architecture (PERA) model by ISA-99 and used as a concept model for ICS network segmentation. It is an industry adopted reference model that shows the interconnections and interdependencies of all the main components of a typical ICS.
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The Broadest Security Portfolio in the Industry  
Built from the ground up to deliver true integration end-to-end 

Network 
Security  

Multi-Cloud  
Security  

Endpoint  
Security  

Email  
Security  

Web Application  
Security  

Secure 
Unified Access  

Advanced  
Threat Protection  

Management 
& Analytics  

FortiOS 6.0 
FortiClient 6.0 FortiWeb 6.0 FortiMail 

Secure Email  
Gateway 

FortiSandbox 3.0 FortiAnalyzer 6.0 

FortiManager 6.0 

FortiSIEM 5.0 

FortiOS 6.0 FortiAP 6.0 

FortiSwitch 6.0 

Endpoint 

IoT Multi 

Cloud Applications 

Web 

Email Threat 
Protection 

Advanced Management 

Analytics 

FortiCASB 1.2  

Network Access  
Control 

Unified 

Access 

Předvádějící
Poznámky prezentace
The Fortinet Security Fabric consists of 8 solutions

Network Security, Multicloud Security, Endpoint Security, Email Security, Web Application Security, Secure Unified Access, Advanced Threat Protection, Management and Analytics
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1990 2016 2018 2020 2030 

FIREWALL 
Connectivity 

Introduction of IP 

Information Technology 
&  

Operational Technology 
Convergence Visibility 

FABRIC 
Intent based Security 

FABRIC 
Infrastructure 
Converged  
Operations 

IT, OT & BMS 

Autonomic FABRIC 
Data Centric 

Machine Learning Security 

Serial 
Isolated 

1980 1900 

Physical to Digital Evolution of Operational Technology Environments 
Security Evolution of Operational Technology 
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Fortinet Security Fabric for Protecting OT  

Advanced Threat 
Protection 

Management 
Analytics 

Network 
Security 

Web Apps 

Partner 
API Multi-Cloud 

IOT 
Endpoint 

Unified 
Access Email 

Předvádějící
Poznámky prezentace
1)The FSF allows for security to permeate from the core of a network outwards to the access layer and the various applications all the way to the cloud and the endpoints. The commonality in each of these areas is the FortiGate. Through the FortiGate and the multifunctionality of FortiOS, the platform can be complemented with different technologies (eg. sandboxing or access) to provide more services and capabilities thus extending it beyond being just a firewall. This mix of products and technologies allows for a broad security coverage of the entire network from IOT to the Cloud. 
Extending this to ICS, the FSF provides the approach to address its various security issues and requirements and allows ICS to implement consistent security anywhere they want in the network.
2) Furthermore, with a powerful platform such as the FortiGate, we can deliver comprehensive security that can align to the bandwidth demands of the underlying network.
3)In addition, all elements within the FSF are supported by a single source of threat intelligence and work under a single pane of glass management philosophy so that the network, through various tools, can be managed and analyzed from a single entity for an automated response to threats.
4) Finally, the FSF facilitates the collaboration between Fortinet and third party integrators and partners 

How can ICS benefit?
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 Experienced professionals 
 Decades in Industry 
 Decades of customers 

Specialized Hardware  

 Industrial Control Services 
 OT-specific protocols  
 OT-specific vulnerabilities 
 More signatures than any other 

cybersecurity vendor 

 Line of Rugged Firewalls 
 Line of Rugged Switches 
 Line of IPS-rated wireless 

access points 

OT Specific Solutions 

FortiGate Rugged 60D FortiGate Rugged 90D 

Specialized Threat Info Specialized Team 
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Fortinet Defense in Depth Strategy: 
Components 

MAIL 

WEB 

DATABASE 

Data and Applications 

NETWORK SECURITY 

MANAGEMENT AND ANALYTICS 

VIRTUAL/CLOUD 

Perimeter and Extranet Intranet and Host 

ACCESS 

INDUSTRIAL 

USER 
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 Devices must survive being 
dropped from a cabinet 
rack mount 

 50G anti-shock & 5-500 Mhz 
anti-vibration requirement 
is present 

 Protective components are 
used to cushion the device 

Vibration 
A wide (-20 to +75C) operating 
temp can be expected in a 
hash environment. 
 Requires efficient heat 

dissipation system and self 
warming  

Thermal 
Unprotected devices can fail or 
be destroyed when exposed to 
high levels of electromagnetic 
interference 
 A strong electromagnetic 

compatibility (EMC) design 
is required 

EMI 

IEC-61850 describes a unified communications system design for use in 
electrical sub-stations. IEC-61850-3 provides guidance on the hardware 
requirements of equipment deployed in this demanding environment. 

Industrial Standard and Compliance Ready 
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Some of the Supported Protocols 

• BACnet   
• DNP3 
• Elcom 
• EtherCAT  
• EtherNet/IP 
• HART 
• IEC 60870-6 

(TASE 2) /ICCP 
• IEC 60870-5-104 
• IEC 61850 

 

Supported Applications and Vendors 

• 7 Technologies/ 
Schneider Electric 

• ABB 
• Advantech 
• Broadwin 
• CitectSCADA 
• CoDeSys 
• Cogent 
• DATAC 
• Eaton 

IPS/ Application Control for Industrial Systems  

• LONTalk 
• MMS 
• Modbus 
• OPC 
• Profinet 
• S7 
• SafetyNET 
• Synchrophasor 

• GE 
• Iconics 
• InduSoft 
• IntelliCom 
• Measuresoft 
• Microsys 
• MOXA 
• PcVue 
• Progea 
• QNX 

• RealFlex 
• Rockwell 

Automation 
• RSLogix 
• Siemens 
• Sunway 
• TeeChart 
• VxWorks 
• WellinTech 
• Yokogawa 
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Critical Manufacturing Plant Floor 

Industrial Control System  
Physically Segmented 

Production Line 

Fortinet Secure 
Unified Access Solution  

Fortinet   
Operational Technology  

Fabric Solution 

FortiGate Edge Firewall 
Enterprise Protection 
 

 
Physical Internal 
Segmentation of Production Lines  

Wide Area  
SD WAN 
3G 4G Extension 
VPN 
 
 
 
 
 

Authentication 
Two Factor 
Access Control  

FortiGate Firewall 
Industrial FortiGuard  
Application Control  
IPS  

Physical Security 
Physical Relays 
Stack lights  
Presence Analytics  
FortiCAM  

FortiSwitch 
FortiAP’s  
Micro Segmentation  
Layer Two  

FortiLink 

Operator PC 

Serial to IP 
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ro
 

Se
gm

en
ta
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Engineering 
WorkStation 

Purdue, ISA-99, IEC-62443 

Level 0 
Physical Plant Floor 
Instrumentation Bus 
Network 

Level 1 
Process Control  
Local Area Network 

Level 2 
Supervisory  
Control Network 

FortiGate  
FortiLink 
FortiSwitch 
Private VLANs 
Micro Segmentation 

Remote Edge  
Manufacturing Plant  
FortiGate  
Firewall  
Internal Segmentation  

Wide Area Network  
MPLS, SD-WAN, 3G, 4G, APN, VPN 
ADSL, Cable 



21 

Applying Fortinet’s Reference Architecture to Purdue 

Level 3 
Operational DC  
Manufacturing Zone 

Level 3.5 
Operational DC DMZ   
Management Zone 

FortiGate  
FortiLink 
FortiSwitch 
Private VLANs 
Micro Segmentation 

Wide Area Network  
MPLS, SD-WAN, 3G, 4G, 
APN, VPN 
ADSL, Cable 

FortiSwitch 

Remote User 

Level 4 
External  
Enterprise LAN 
Corporate Environment 

Level 5 
Internet DMZ  
Enterprise 
Corporate Environment 

Remote Vendor 

Zones of 
Control  
Zones and 
Conduits  
Micro 
Segmentation 
Physical and 
Virtual 
Segmentation 

Engineering  
Server Zone  

Historian 
 Server Zone 

Application  
Server Zone  

Engineering  
WorkStation Zone  

Operator  
WorkStation Zone  

Domain 
Controller 

FortiClient 
EMS Server FortiAuthenticator FortiManager FortiAnalyzer 

FSSO 

FortiSandbox FortiSIEM 

FortiMail FortiWeb 
Email  

Servers 
Web  

Servers 

Enterprise 
Desktops 

 
 

Business  
Servers 

FSSO 
Authentication Services 

 &  
Domain Controllers 

 
 

Level External  
Internet 

FortiSwitch 

FortiGate  

FortiGate  

FortiGate  

FortiGuard Threat  
Intelligence Service 

FortiGuard  
Global  

Intelligence 

Operational Technology (OT) Authentication Boundary  

Purdue, ISA-99, IEC-62443 




