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Research, identification, and selection of targets

Pairing remote access malware with exploit into a
deliverable payload (e.g. Adobe PDF and Microsoft
Office files)

Transmission of weapon to target (e.g. via email
attachments, websites, or USB drives)

Once delivered, the weapon’s code is triggered,
exploiting vulnerable applications or systems

The weapon installs a backdoor on a target’s system
allowing persistent access

Outside server communicates with the weapons
providing “hands on keyboard access” inside the
target’s network.

The attacker works to achieve the objective of the
intrusion, which can include exfiltration or
destruction of data, or intrusion of another target
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sh-3.2# nmap -sS -sV -0 --min-parallelism 64 -oX output -v plus4u.net
Starting Nmap 7.70 ( https://nmap.org ) at 2019-04-08 15:18 CEST

NSE: Loaded 43 scripts for scanning.

Initiating Ping Scan at 15:18

Scanning plus4u.net (193.85.156.207) [4 ports]

Completed Ping Scan at 15:18, 0.01s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 15:18

Completed Parallel DNS resolution of 1 host. at 15:18, 0.01s elapsed
Initiating SYN Stealth Scan at 15:18

Scanning plus4u.net (193.85.156.207) [1000 ports]

Discovered open port 80/tcp on 193.85.156.207

Discovered open port 443/tcp on 193.85.156.207

Completed SYN Stealth Scan at 15:18, 4.01s elapsed (1000 total ports)
Initiating Service scan at 15:18

Scanning 2 services on plus4u.net (193.85.156.207)

Completed Service scan at 15:18, 12.08s elapsed (2 services on 1 host)
Initiating OS detection (try #1) against plus4u.net (193.85.156.207)
Retrying OS detection (try #2) against plus4u.net (193.85.156.207)
NSE: Script scanning 193.85.156.207.

Initiating NSE at 15:18

Completed NSE at 15:18, 0.12s elapsed

Initiating NSE at 15:18

Completed NSE at 15:18, 0.00s elapsed

Nmap scan report for plus4u.net (193.85.156.207)

Host is up (0.0036s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE VERSION

25/tcp closed smtp

80/tcp open http Apache httpd

443/tcp open  ssl/http Apache httpd

465/tcp closed smtps

Device type: WAP|general purposelfirewalllrouter|load balancer

Running (JUST GUESSING): Linksys embedded (93%), Linux 2.6.X (89%), Palo Alto embedded (87%), Synology embedded (85%), F5 Networks TMOS 11.1.X (85%)
0S CPE: cpe:/h:linksys:befwlls4 cpe:/o:linux:linux_kernel:2.6.32 cpe:/h:paloalto:pa-500 cpe:/h:synology:rtl900@ac cpe:/o:f5:tmos:11.1
Aggressive 0S guesses: Linksys BEFW11S4 WAP (93%), Linux 2.6.32 (89%), Palo Alto PA-500 firewall (87%), Synology RT19@00Qac router (85%), F5 3600 LTM load balancer (85%)
No exact 0OS matches for host (test conditions non-ideal).

Uptime guess: 0.000 days (since Mon Apr 8 15:18:11 2019)

TCP Sequence Prediction: Difficulty=250 (Good luck!)

IP ID Sequence Generation: ALl zeros

Read data files from: /usr/local/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 20.56 seconds
Raw packets sent: 2046 (93.748KB) | Rcvd: 39 (2.232KB)
sh-3.2# |
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= Skoleni k publikovani internich
informaci

= Skoleni k pouzivani SM

= Monitoring SM

= Monitoring verejnych zdroju
m Monitoring verejnych ulozist
m Pravidelné provadeni OSINT

m Pravidelné skenovani perimetru
m Pozor na ,shadow IT" a zdroje v cloudech
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m 30% phishingovych zprav je otevieno cilovym uZzivatelem
m 12% téchto uzivatel klikne na Skodlivy odkaz Ci pfilohu
m 95% vsSech utoku je vysledkem uspésného spear phishingu

~MnoZzstvi osobnich informaci, které jsou lidé ochotni sdilet na socialnich
sitich, pomahda utocnikum perfektné profilovat své cile.

Detaily jako data narozeni, jména rodinnych prislusnikt a mazlicka,
detaily o zaméstndnich a zaméstnavatelich i neddvné dileZité uddlosti
jsou bezednou studnici k zacileni utoku.”
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Hi Tatrabanka security!

Please read this email carefully!

We have dumped credentials to your mobile banking! Complete
database of PIDs, passwords, names, addresses and other
personal data now belong to us. As proof, we have hidden the
complete dump at your server "uat.tatrabanka.sk". If you're
good enough you must find it in no time:)

And by the way, we also have access to these your servers:
dev.tatrabanka.sk
hadoop.tatrabanka.sk

red.tatrabanka.sk

We are ready to negotiate the price for our silence. Expect
further

instructions in 24 hours.

Do not try to cut off the servers! If our backdoor does not
reach our C&C it will automatically encrypt whole server!

Best regards,

z3rObytes team



Podporovat vynimocneé zamestnanca je pre nas dolezite.

Sme radi, Ze mame vela ludi, ktori kaZzdy def pomahaji napinat nase ciele a postvat sa blizie
nasSim zakaznikom.

Preto sme sa rozhodli tie najlepSie odmenit. Chodte na https://tvojatatrabanka.sk a vyberte si svoj
vianocny darcek!

Vasa Tatra banka
#prirodzenenajlepsi

Informacie obsiahnute v tomto dokumente su urcene vylucne pre
potreby jeho adresata. Dokument moze obsahovat informacie chranene
ako bankove alebo obchodne tajomstvo, pripadne informacie
podliehajuce ochrane podlia inych pravnych predpisov. Preto Vas v

n';nﬂdﬂ ﬂll "ﬂm hﬂl m‘l'nﬂ AA'I 2" NPT I A N e AT T ﬂh\l B‘A F. T qd"ﬂ':




tvojatatrabanka.sk [] MSN International Edition - W... Premium banking academ...

y/A

TATRA BANKA

Login

Heslo

Prihlasenie

Zabudnuté heslo

Prosim prihlaste sa vasimi udajmi do domény. V pripade problémov s prihlasenim nas prosim kontaktujte

M

KONTAKTOVAT




Vazeni,

z dovodu nedavno prebehnutych phishingovych Gtokov na nasu
spoloc¢nosti musime vykonat urgentnid kontrolu pristupov do
informac¢nych systémov. Preto prosim vyplnte prilozenu
tabulku, v ktorej Specifikujete, na aké informacné systémy
mate aktudlne pristup. Tieto informacie budi pouzité pre

porovnanie s nasou internou databazou.

Pre zjednodusenie sme do tabulky vlozili makro, ktoré nahra
vyplnené tdaje do nasho systému. Preto prosim povolte

spustenie makier.

Dakujem za spoluprdcu a prajem Vam vela sil v tomto
hektickom predvianoc¢nom cCase.

kkk*k k*k*%k*%x

Head of **** department



= Skoleni k socialnimu inZzenyrstvi
m Pravidelné phishingoveé kampane

m Jednoduche, generované nastrojem —

casto

m Cilené, realizované externim dodavatelem

— alespon kvartalné, ale nahodné
m Monitoring podvodnych domen

= Monitoring kampani v sektoru

m Minimalizace doruceni phishingu
K uZivatelum
m Hardening a testovani e-mailove
infrastruktury
m Vhodné anti-phishingove nastroje
m Pozor na dalsi kanaly (telefon, SMS,
Teams...)
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m Striktni oddéleni wifi pro hosty

m Hardening a pravidelné patchovani
wifi siti a prvku

m Aktivni monitoring Wifi a detekce
Rouge AP

m Podpora modernich standardu WPA3

m Nepouzivat hesla

m Kdyz uz hesla, pak opravdu silna

m Pravidelné testovani






m Nasazeni moderniho PACS a jeho
spravna konfigurace

= Vybér vhodnych turniketu

®m VVhodna architektura vstupnich mist
m Nasazeni odrazujicich opatreni

= Skoleni zaméstnancu

= Skoleni ostrahy a recepé&nich

m Aktivni monitoring citlivych oblasti
m Pravidelné testovani
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= Skoleni zaméstnancu pfiklady

m Co je normalni a co uz ne
m Rozpoznani kolegy

m Snudrky ke kartam NEJSOU marketingovy
predmet!

m Striktni nasazeni kontroly pripojeného
HW do datove site

m Sifrovana komunikace bez vyjimky!

m Dusledna segmentace sité

m Datove zasuvky nepatri do verejnych
prostor
m Pokud musi byt, pak extremni opatreni

m Pravidelné testovani
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SAN Volume Controller
Storage Management (SSVC)




& > C A Notsecure | https://127.0.0.1

. ILO 4 Local User:
Hewlett Packard ProLiant DL360 Ger iLO Hostname
Enterprise

S User Administration

v Information

Local Users

Overview
Login Name “ User Name
System Information (] | Administrator Administrator
[ QBm7Z1NC QBm7Z1NC

iLO Event Log

Integrated Management Log
New
Active Health System Log
Diagnostics
Location Discovery Services Directory Groups
Insight Agent Group 4 sSID
% iLO Federation ] Admlnls.trators
&) Authenticated Users S-1-5-11
> Remote Console
> Virtual Media New

> Power Management
> Network
> Remote Support

v Administration

Firmware
Licensing
Access Settings
Security
Management
Key Manager

iLO Federation



neterpreter > creds all

[+] Running a5 SYSTEM
Retrieving all credentials

sy credentials

lisername Domain M NTLN SHAL
5400900001 ¢ (2 accla6 NN 5213051340036 700NN
czadn . novak (2 25bc1 /I, b f 104 f N 15 728c83a 1 abood
czadn.vagner (2 b5Soba INNENGGGGEEE 1o eSO fO1cGedcSq2d%:0
czsve SCOMS MSAA (2 66046 1 LU U018 ccONNNNNNE 15908237 eco0 foLONINNNN—
digest credentials
LISernane Domain Password
(null) (null)} (null)
540090C081% (2 B4 ¢ fa 42 6¢ 4o 7a 9b 63 60 Sb 71 00 328 c7 bb 49 61 41 26 ¢4 84 97 24 16 1f 4c 6b 323 ef dc 22 b9 o6 dc 2a d
2 13 fThb 97 B2 65 98 0 85 r4 0b ad 59 10O o8 82 bS Th S2 bb eb a5 271 9c 03 29 27 Bd db 32 1c 45 Bf 30 2 ¢8 ¢4 92 08 74 a4 19 a8 bl 20 &
5 Ba fb d3 2 70 61 d7 d7 7f 9 77 60 53 db b 3b 23 ©7 05 32 9d 3d d4 96 65 b8 dl cl 27 26 84 Tb f2 40 39 ac oo oD BFf 36 4c 56 08 d8 S
D dd aa f8 b3 d9 11 1la 5 5a 0b 1c 81 72 Qe 90 78 dc

2
czadn. vagner (i
czsve SCOMS MoaA (2

spkg credentials

Jsernamne Password

cZadn . novak 2
czadn . vaqner CZ




m SSDLC & DevSecOps & Zero Trust
m Skoleni & awareness raising
Hardening

m AD je by design zranitelné a SPOF!
Segmentace sité

Patch management

Honeypoty

Monitoring, SOC

Penetracni testovani

m Aplikace

m [nfrastruktura

m Sit

m Pravidelna Red teamingova cviceni
® A mnoho dalsiho ...
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3 Falesny POCIT BEZPECI

Mentalni pripravenost
NEADEKVATNI stav IT prostredi

Nedostateéna podpora VEDENI |



Diky za pozornost

,}?‘Ff‘?/bﬁ- -
{43 UNICORN




