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OT Cybersecurity

Strong connection between Industrial Cybersecurity and Process Safety

OT Cyber Security OT Functional Safety

IEC 62443 Avoid IEC 61508

cyber &

NIST 800-82 HSE IEC 61511

incidents
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Recent

Adversaries are getting very sophisticated by using any means
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Active Defense & Monitoring
in ICS/DCS
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OT Cybersecurity Standards

Recent survey says:

SANS & Dragos
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Mandatory Monitoring Capabilities in

@\ Advanced Threat Detection (DPI) for OT/ IT protocols

Continuous Vulnerability Monitoring (passive)
Asset Query Monitoring (active queries)

ﬁ Automatic Asset Discovery and Conversation

@ Detection of Functional anomalies and Misconfigurations

5 Ongoing Risk and Compliance Posture
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Active (Query) versus monitoring

Continuous, Real-time Monitoring of OT Networks

Rapidly discover network communications and asset details down to the 1/0 level
Field Proven and 100% safe for OT networks

Precise, Periodic Queries of OT and IT Assets

Safely query ICS and non-ICS assets for enhanced visibility into asset configurations
Enhanced context for alerts and vulnerabilities
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Asset Discovery &

Asset Monitoring:
Automatic asset inventory

Automatic discovery of new OT assets in ICS / DCS
network

Rogue or Shadow asset detection
Conversation among OT assets is critical to know
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Industrial

Example Protocol: Siemens S7

NENERS TCP protocol — TSAP (port 102)
PLC <-> PLC — partner devices exchange data

HMI <-> PLC — request, response

Engineering Workstation <-> PLC
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e Siemens

IT monitoring tools

Example Protocol: Siemens S7

TCP protocol — TSAP (port 102)
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Threat Intelligence & Threat Modeling
in ICS/DCS
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Vulnerability Assessments
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Diamond Model

Diamond model works in conjuction with ICS Kill Chain process

Diamond model shows an
adversary that is deploying a
capability over his infrastructure
against a victim.

Can be used to simulate or
analyze an intrusion (pivoting)

infrastructure

Adversary

=

S

Victim

Capability
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Common ICS/DCS

These are routine findings

No antivirus installed in entire OT zone

Operating Systems such as WinXP SP3 and Embedded still up and running

Free use of USB media

Unathorized 4G modems with industrial VPN concentrator used by integrators (
Never heard about patching

IT/OT Firewall misconfiguration and bypasses

No OT DMZ

No security policies, procedures

No lifecycle management (security-by-design, security-by-default)
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Internal (Operator)

Never underestimate SCADA Operators !!!

... Operator Jail Breaks
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Internal (Operator)

Never underestimate SCADA Operators !!!

Operator Jail Break (escape from Windows Kiosk mode)
Via the help windows and search cmd.exe
Windows Sticky keys CTRL+0O, CTRL+S
Windows combo keys Windows key and:

+ E => explorer

+R=>run

+U /+1=>(display) settings

+ Q =>search

+ D => show desktop

+ A =>show notifications sidebar

+ X =>right click start menu
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Not Funny

These are not funny things out there

Remote (unapproved) access to SIS/ESD

Wifi access point connected to SIS/ESD (pilot
leftover)

SIS/ESD fully integrated with BPCS over Ethernet
without any firewall

Operator WS can directly ping SIS/ESD!

Insecure external communication channels to SIS
COM port

Insecure SIS EWS (USB, Hardening, Windows OS
etC,) SCADA Conference Prague
2019



Industrial Threat

Proactive Insight and Visibility into APT groups

Threat intelligence provides deep, context-rich
insight, illuminating the malicious actors and activity
targeting industrial control networks

It forms Indicators of Compromise (I0Cs) - data +
context of adversary activity

This knowledge enables ICS defenders to make both
tactical decisions and strategic recommendations

Regular threat intelligence content includes:
|ICS-themed malware identification and analysis
ICS vulnerability disclosures and analysis
ICS adversary behavior trends

ICS threat/incident media report analysis and
commentary
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Industrial Threat

Threat Platform Example
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Industrial

Let’s go Honey Bunny!

ICS Honeypots, can be physical and virtual, usually
created with vulnerabilities to attract attackers

Honeynets can be usefull for:
Detect attacks to ICS
Reveal TTPs (Tactics, Techniques & Procedures)
Mislead the attackers
Offensive security “hack back”

Analyze industrial malware CFhe,Ck
IS
Analyze APTs
out

SCADA HoneyNet Project: Building Honeypots for Industrial Networks

Venkat Pothamsetty and Matthew Franz
Critical Infrastructure Assurance Group(CIAG)
Cisco Systems, Inc.
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You and Stay Safe

Questions?



